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1.Comtarsia Web Sync Client

1.1 Introduction

The Comtarsia Web Sync Client enables a HTTP-based Client to communicate with
the Comtarsia SignOn Gate. This solution is mainly meant for Clients, on which no
Comtarsia Logon Client can be installed, e.g. Windows 95/98/ME or various UNIX
derivatives. On workstations with Microsoft Windows (NT)/2000/XP and/or Linux the
Comtarsia Logon Client with its extensive management possibilities can be used.

1.2 Functionality

The Comtarsia Web Sync Client makes two different operation modes available:
1) a web browser based HTML interface
2) a SOAP-API

The "Web Sync Client" transfers the "Sync Request"”, which it receives either over the
HTML interface or over the SOAP API, to the "Sign on Proxy". The "Signon Proxy"
authenticates the user against the LDAP server and sends, preconditioned a
successful authentication, "Sync Requests” to all "SignOn Agents". The "SignOn
Proxy" sends the status back to the "Web Sync Client".
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1.2.1HTML Interface

The final user opens the HTML-page provided by the "Web Sync Client", in a web
browser (Internet Explorer, .Netscape, Konqueror, Mozilla, Firefox)

By entering his logon data (user name and password) the user here has the
possibility to initiate the synchronization of the logon data through the “Sign On
Proxy”

Also the HTML-Interface enables the user to change his password (entering of
username, old password and new password).

The HTML interface informs the user about the (un-)successful logon-synchronization
process and asks the user to change his password, if it is in the “password expiration
time”.

1.2.2 SOAP-API

The SOAP-API provides a “software development interface” and enables therefore
our customers to develop their own “Web Sync Client” interface.

A lot of program languages support SOAP (Simple Object Access Protocoll), for
example Java, .NET, and therefore it is secured that a SOAP-Client can be
programmed for a lot of different operation systems.

SOAP Specifications
http://www.w3.org/TR/soap/

Apache SOAP
http://ws.apache.org/soap/

1.3 Installation

1.3.1 General

The following requirements are necessary:
e a web server under Windows (11S5, 11S6)
e a server with “Comtarsia SignOn Proxy”
e a server with “Comtarsia SignOn Agent”
e adirectory server (e.g. Netscape DS, IBM DS, OpenLDAP, etc.)

Of course it is possible run more than one or all of these components on only one
server.
For example:
e Serverl (Windows 2000 Server): Internet Information Server (11S), “Web
Sync Client” (EXE-CGI), “Sign On Proxy”, “Sign On Agent”
e Server2 (Linux): OpenLDAP

Please make sure that IIS is installed on the server.

In order to install the WebClient please start the Installer (WebClient_1.2.X.4.exe)
now.
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iz Comtarsia Web Client 2006 - InstallShield Wizard

Welcome to the InstallShield Wizard for

Comtarsia Wehb Client 2006
2006

ﬂ The InstallShield{R ) Wizard will install Comtarsia Web Client

2006 on your computer, To conkinue, click Mext,
CLIENT
COMTARSIA

WARMIMG: This program is pratected by copyright law and
international kreaties,

= Barck

i'-.?‘ Comtarsia Web Client 2006 - InstallShield Wizard

License Agreement

Please read the Following license agreement carefully, I. !

LICENCE AGREEMENT

hu=stria

Comtarsia 3igndn Gate

COMTARRSIL IT JIEREVICES GMEH (COMTARSIL)
Neulerchenfelder Strasse 32 /STOP Z-3

A-1160 Vienna

hu=stria

IMPORTANT, FLEALARE REALD THIS FIEZT. THIZ I3 A LICENCE
AGEEEMENT.

COMTARRIL IS WILLING TO LICEWNCE THE ACCOMPANTING

COTTITATIT T T T ST W TTTOGTIT. TOTT

£+ I accept the berms in the license agreement;

£~ I donot accept the terms in the license agreement

Irstall5hield

< Back I Rext = I Cancel
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Now please put in your name and the name of your company.

i Comtarsia Web Client 2006 - InstallShield Wizard x|
Customer Information L Lo,

Please enter yaour information, r;_"

User Mame:

Iu:-:umt

Organizakion:

Il:n:umtarsia

Inskall this application For:

% anvone who uses this computer (all users)

™ Cnly for me {comk)

Irstall5hield

< Back I Rext = I Cancel

Then click “Next”

If you are using 11S5 please go on to “Installation under 11S5”. When using 11S6
please go on to “Installation under 11S6”.
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1.3.2 Installation under 1IS 5

Please choose Custom as “Setup Type”.

{i# Comtarsia Web Client 2006 - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs,

Please select a setup bype,

" Complete
s

&ll program Features will be installed, (Requires the mosk disk
space, )

Choose which program Features you want installed and where they
will be installed. Recommended for advanced users.,

InstallShield
< Back I Mext = I Zancel |
i Comtarsia Web Client 2006 - InstallShield Wizard x|
Custom Setup f 474

Select the program features wou want installed,

Click om an icon in the lisk below o change how a feature is installed,

—Feature Descripbion

feature here,

vour hard drive,

Enter the description For this

This Feature requires 2301KE on

Inskall kot

C:Inetpubiwsmr ookl scripts), Change. .. |

IrskallShield

Help Space < Back I Blext = I

Zancel
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Please change the path of the “Comtarsia Web Client 2006” component to:
»LIISDir]\Scripts* e.g.: ,,c:\InetPub\scripts\*

|'§J Comtarsia Web Client 2006 - Installshield Wizard x|

Change Current Destination Folder

Browse to the destination Folder,

Look in:

|=j€ scripks j ﬂ

Eolder name:

IC:'I,InetpuI:u'l,su:ripts'l,

InskallEhield

I, I Zancel

Confirm now by clicking “OK”.

{5 Comtarsia Web Client 2006 - InstallShield Wizard X|

Custom Setup

Select the program features vou wank installed,

Click on an icon in khe lisk below to change how a Feature is installed.

= Feature Descripbion

Enker the description For this
feature here,

This feature requires 2301KE on
vour hard drive,

Install bo:
i Inetpubiscripks)

Change... |

ImstallEhield

Help Space < Back I Mext = I Zancel |
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Then click “Next” and afterwards “Install”.

i".% Comtarsia Web Client 2006 - InstallShield Wizard EI

InstallShield Wizard Completed

2006
’ W E B The Installshield Wizard has successfully installed Comtarsia

Web Clienk 2006, Click Finish ba exit the wizard,

CLIENT
COMTARSIA

= Back

Cance| |

The installation of the binary files, the documentation and the SOAP examples is now

finished.

For the 11S5 no further settings have to be made.
Please go on to chapter “Configuring the WebClient™.
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1.3.3 Installation under 11S 6

At the complete installation the WebClient, the documentation, the certificates (for

the communication with the SignOn Proxy) as well as the SOAP programming
examples are installed.

The WebClient is installed in the 11S-Scripts directory.

Documentation, programming examples and certificates are installed under
»Yoprogramfiles¥%\Comtarsia\Web Client 2006\“.

i Comtarsia Web Client 2006 - InstallShield Wizard x|
Setup Type . Los

Choose the setup bype that best suits your needs, o

Please select a setup kype.

* Complete

&l program Features will be installed, (Requires the mosk disk.
Space.

Choose which program Features you want installed and where they
will be installed, Recommended for advanced users,

Irstall5hield

< Back

Cancel |

Please click “Next” and afterwards “Install”.
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i Comtarsia Web Client 2006 - InstallShield Wizard x|

InstallShield Wizard Completed

2006
% The InstallShield Wizard has successfully installed Comtarsia

CLIENT

Web Client 2006, Click Finish to exit the wizard,

COMTARSIA

= Barck

Zancel |

The installation of the binary files, the documentation and the SOAP examples is now

finished.

Now the WebService extension for the WebClient under 11S6 has to be created.

Therefore please open the “I1IS management console.”

Adminisirator

\g Manage Your Server

B8 Command Prompt

]
. / windows Explorer
=N

@ Motepad
Ei]g Paink

Security Configuration
E‘ Wizard

g Internet Explarer

all Prograrms  »

\;-jg My Compuker
@ Certification Autharity

Bﬂ Control Panel 3 EE—-! Cluster Administrakar
@ Component Services

‘g Computer Managernent

J:é Printers and Faxes 1 Configure Your Server Wizard
Data Sources (ODBC)
9) Help and Suppart .E Distributed File Systerm
l‘_) S Event Yiswer
- [ Inkernet Information S

=] Run... % Licensing
@ Local Security Policy
f Manage Your Server
% Micrasoft \MET Framewaork 1.1 Configuration
% Microsoft JNET Framewark 1,1 Wizards
g Metwork Load Balancing Manager
@ Performance
{9 Remate Desktops
E Routing and Remote Access

% Services

“]]El Terminal Server Licensing
Log OfF @ Shut Down -

,, Terminal Services Configuration

[#istart |G @& |

F Terminal Services Manager
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t Internet Information Services (I1I5) Manager

=10l x|

"jg File  Action Wew Window Help

PETES

¢~ [mB(2 (&> =

[+ Application Pools

-F:g Internet Information Services . weh Service Extensions
== 15 STW2K3EMZ (local campute

/ | Web Service Extension | Skatus

_J eb Sites
ERMR R b Service Extensio

“F Al Unknawn CGI Extensions
Allowe “F Al unknown 1SAPT Extensions
Active Server Pages

ﬂ Internet Data Connector
Froperties Server Side Includes
WebDaY
Tasks

L 4dd a new Web service extension...

K allows all web service extensions for
specific application...

L proibit all web service extensions

@ Cpen Help

Prohibited
Prohibited
Prohibited
Prohibited
Prohibited
Prohibited

al | _'I Extended £ Standard /

Click now “Web Service Extensions” and afterwards “Add a new Web service
extension...”

Mew Web Service Extension il

Type the name of the new Web service extension, and specify the Files that
rmusk be enabled For the extension to run,

Extension name:

Comtarsia Web Client

Required files:

Add...
Eemove |

[~ Set extension skatus ko Allowed

(] 4 I Cancel Help

Please put in a name for the extension, for example “Comtarsia Web Client”
Afterwards click “Add”.
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Add file

Erter the File location and name.

Path ta File:

|| Browse. .. |

= 1

Zancel

X

Click “Browse” and navigate to the folder of the Comtarsia WebClient binary files in
the I11S directory, e.g. ,,c:\inetpub\wwwroot\scripts\*

2l

Laok jn: I [ =cripts

B O

cornt_rsa.dl

CombSyncClientHetp. dil

Dezkto Ju]

L

by Documents

.
by Computer

File name: IEDmtSyncEIienthtp.dll

= o]

Filez af type: I [SaP dil files [*.dll)

- Cancel
<] Cancel | |

i

Choose the file ,,ComtSyncClientHttp.dll”, then click “Open” and then “OK”.

Add file

Enter the File lacation and name.

Path ta File:

X

I ChInetpubiwenwrootiscripts, CombSyncClientHt

Zancel

Ik

Repeat the procedure for the file ,,ComtSyncClientHttp.exe*

Comtarsia Web Sync Client
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Look, in; IB soripts j J _? ¥ '

Desktop

4

ty Documents

. B
«

ky Cormputer

File name: IEDmtSyncEIienthtp.e:-:e j Open
Filzz of bupe: IEGl exe files [ exe) j Cancel |
y

Mew Web Service Ertension 5'

Type the name of the new Web service extension, and specify the files that
muskt be enabled For the exkension ko run.

Exkension name:

I Carmkarsia Web Client

Required files:

A Inetpub’wsnaroot) scriptsh ComtSyncClientHeep, dil Add...

1 Inetpubiey ootiscriptsiComtSyncClientHEp, exe
Eemove |

v Set extension skakus bo Allowed

I, I Cancel Help

Please activate the checkbox “Set extension status to Allowed” and confirm with
llOK71.
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Navigate to the entry ,Web Sites\Default Web Site\scripts“in the management
console

T Internet Information Services (I15) Manager =10] x|
‘:g File  Action ‘Yiew ‘Window Help |;|i|i|
e |OEXERB[R[2]) =0
-f_. Internet Information Services | | Mame | Path | Skatus
B30 STW2ZK3IENZ (Jocal computt | | =] ComtSyneclisntHtep, i

) Application Pools |=] ComtSyneClientHrtp. exe

E‘ ) wieb Sites | cormt_rsa.dl
=k Q Default Web Site

- E Explu:ure

- ) Web Sery

Perml_ssu:nns
Erowse

[dew 3

Wiew 4
Mew Window from Here

Delete
Renare
Refresh
Export List...

Properties

Hel
« — e | 2

|Opens property sheet Far the current selection. | |

Click “Scripts” with the right mouse button and afterwards “Properties”.
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scripts Properties d bl

Directory | Decurments I Directory Security I HTTF Headers I Custom Errars I
The content For this resource should conme From:
' The designated directary
£ 5 share |ocated an another computer
" 4 redirection ko a URL

Lacal path: I Yscripks

[ Script source access v Log wisits

v pead v Index this resource
[ werite

[ Directory browsing

Application settings

Applicatian nanme: Default Applicakion Create |
Skarting paink: <Default Web Sikex>

Configuration, .. |
Execute permissions: Scripks only -
Lpplication peal: Unlzad |

| Ik I Zancel | Gl | Help |

Change the “Execute permissions” to “Scripts and Executables”.
Confirm with “Apply” and “OK”.
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T Internet Information Services (I15) Manager =101.x|
q-:! File Action Yiew ‘Window Help |_I_- = il
o | D@ xFRB[2[2 [ an
-FJ Internet Information Services | | Mame | Fath I Shatus
158 STW2KIENZ (local compute | scripts
#-_J Application Paols |=] iisstart. htm
E_,_J web Sikes | "| pagerrar . gif
: E--Q Diefaulk \Web Site
“es ] scripks
ieo ] wieb Service Extensior
J | s | L

Please start the IIS again.

Now the installation part is finished, please go on to “Configuring the WebClient”.

Comtarsia Web Sync Client Page 18 of 31




1.3.4 Configuring the WebClient

If the SignOn Proxy is installed on another than the WebServer, you have to
accommodate the IP address of the Proxy server.

Therefore please execute Regedit.

& Registry Editor 10| x|
File Edit Mew Favorites Help
= Iy Computer A | | Mame Tvpe Data |
- HKEY_CLASSES_ROOT [ab](DeFault) REG_SZ
(-0 HKEY_CURRENT_LISER. BE)ProxyPort REG_DWWORD 0x000007d3 (2003)
El{:l HKEY_LOCAL_MACHINE [R¥] SyncPacket TTL REG_DCWORD 0x00000014 {207
(1 HARDWARE y REG_SZ 127.0.0.1
i 3 5am IsCaFile REG_5Z Ci\Program Files\Comtarsiayweb Client 20064ca.cer
i |
Cl :E)i:'iﬂ;E [ab]tiscertFile REG_SZ C:\Program Files\Comtarsiayweb Client 2006\cient, cer
23 Anlog Devices tIsKeyFiIe REG_SZ C:iProgram Files\Comtarsialvweb Client 2006iclient. cer
@3 Androa Eloctronics [R¥]tisoptions REG_DM/ORD 000000000 (0)
(] cozfsy
[ Classes
=1 Comtarsia
- i ComesynedlientHtty |
|My ComputertHEEY _LOCAL_MACHINESOFTWARE Comtarsial ComtSynoClientHtkp i

Navigate to the branch
»\HKEY_ LOCAL_MACHINE\Software\Comtarsia\ComtSyncClientHttp“

Editstring 2 x|

Walue name:

IS ynicProxy

"Walue data:

ak. I Cancel

Please change the value “SyncProxy” to the IP of your Proxy server.

Congratulation! You now have successfully finished the configuration of the
WebClient.

To synchronize a user via the “HTML Interface”, please go on to “The HTML
Interface”.
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1.3.5 The HTML Interface

To configure the HTML-Interface there are no further steps necessary.

To use the HTML-Interface simply navigate with a web browser of your choice to the
following address: http://<yourservername=/scripts/ComtSyncClientHttp.exe or
http://<yourservername=>/scripts/ComtSyncClientHttp.dll

3} Comtarsia Web Sync Client - Microsoft Internet Explorer -10| x|
File Edit YWiew Favorites Tools Help .','
QEeack - & - %] [2] » | | Search ' Favorites 42 | R =
address [ @] http://127.0.0.1/scripts/ComtSyncClientHttp. di | B Ge |Lnks ?
-
— 2006
4" WEB SYNC CLIENT
COMTARSIA
Usemame: |
Password: |
Domain: |LDAP LOGOM
I~ Password change
Eancell (E1N] I
‘f Fa
r
—_— '
=

&) Done I_ I_ I_ I_ I_ &) Trusted sites v

To synchronize a user simply put in username and password of the LDAP user object
and confirm with “OK”.
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3 Comtarsia Web Sync Client - Microsoft Internet Explorer =10 x|
File Edit ‘iew Favorites Tools  Help -#'
QEack - & ~ [¥] [2] » | Search - Favorites 4% | (- ta B
fddress @http:,l',l'lE?.El.El.1,l'scripts,l'Cn:lmtS';.-'nn:CIienthtp.dII | B e |Links »
=
- 2006
) WEB SYNC CLIENT
COMTARSIA

Username: user

Password: [ssnssassl

Domain |LDAP LOGON

I~ Password change

Cancel | E[N] I
—
IR
.II ""IIII,"I-III | I. I\ :.':
IIII.'I_I|II|IIIIII I;.‘-..I.II.'.I.I ,hr
P L
[~

@ [ione I_ I_ I_ I_ I_ @) Trusted sites 4

[Input of username and password]

Comtarsia Web Sync Client
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3 Comtarsia Web Sync Client - Microsoft Internet Explorer =10 x|

File Edit Wiew Favorites Tools Help 11.'
QEBack - &3 - [¥] [2] (» | ' sgarch - Favorites {ﬂ| SR =
Address [&] http:/127.0.0,1/scripts{CamtSyneClientHttp, I j Go | Links *
-l
- 2006
4” WEB SYNC CLIENT
COMTARSIA
'LDAP LOGON f user2'
SyncTime: 781 ms
Action: AUTHENTICATE
Status: afof0
. E SUCCESS/
Status Text SUCCESS
Domains
status:
< DOMAINT 127001 E_SYNC SUCCESSIMNG
ACTION {1/0)

[~
&) Done I_ I_ I_ I_ I_ @) Trusted sites A

[Answer of a successful synchronization]

1.3.6 SOAP-API

The file “ComtSyncClientHttp.exe” or “ComtSyncClientHttp.dll” simultaneously works
as SOAP-Server. Therefore no further configurations are necessary.

WSDL:
http://<namelhresServers>/scripts/ComtSyncClientHttp.[dll|exe]?WSDL

For further examples on developing a SOAP Client please see the following chapter
“Examples for SOAP Client-Development”
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1.4 Examples for SOAP Client-Development

1.4.1 PHP SOAP-Client

In order to develop a PHP-SOAP Client the following is required:
a web server (e.g. 11S6, Apache, etc.)

PHP5 (www.php.net)

Windows:
PHP 5.0.4 zip package
(the extensions are not included in the Installer, but the SOAP Extension is required)

Linux:
PHP 5.0.4 source
Create php with a SOAP extension.

Please change the configuration of the Http-Web server, so that PHP-Scripts are
processed though the PHP Interpreter (see install.txt =2 is delivered with PHP)

Please insert the following line into the PHP.ini in order to activate the SOAP-
Extension

under Windows
extension=php_soap.dll

under Linux:
extension=php_soap.so

Please note also that the parameter “extension_dir” is pointed to the directory with
the extensions.

For example:

extension_dir = "./"

or

extension_dir = "c:/php/ext/"

Now start the web server again.

Then copy our delivered “*.php* files into a directory of your web server.
For example
c:\apache\apache2\htdocs\comtphp\

To check if PHP, including the SOAP Extension, works on your web server properly
please navigate with a web browser to the former copied phpinfo.php file.

For example:

http://server.comtarsia.com/comtphp/phpinfo.php

If all this worked well, you now see a PHP information site.
Further down this site all activated PHP Extensions are listed. Now the SOAP
Extension should also be listed.

Now please edit the following files:
phpsoap.php, phpsoap2.php
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http://www.php.net/

so that the variable $wsdlUrl points to your wsdl-file
for example
$wsdlUrl="http://server.comtarsia.com/ComtarsiaWebSyncClient_CGI.wsdl";

In the file phpsoap.php you have to insert additionally a user name and a password
for testing purposes.

Now you can navigate to one of these files with the web browser to test the
connection to the “Web Sync Client” via the SOAP using PHP.

Then you can edit the files as you like and can adjust them to your convenience.

1.4.2 Java SOAP-Client
To create a Java SOAP Client the following is required:

Sun:Java2SE JDK (Java Development Kit)

(www.sun.com)
"http://www.sun.com/download/index.jsp?cat=Application%20Development&tab=3&
subcat=SDKs%20(Software%20Development%20Kits)"
java.sun.com/j2se/downloads

JavaMail (mail.jar) included in J2EE
http://java.sun.com/products/javamail/downloads/index.html

JavaBeans Activation Framework (activation.jar) included in J2EE
http://java.sun.com/products/javabeans/glasgow/jaf.html

Apache WebServices - Axis (axis-bin-1_2RC3.zip)
http://www.apache.org/dyn/closer.cgi/ws/axis/1_2RC3
(All ".jar" files out of axis-1_2RC3\lib")

Please install the JDK first.

Afterwards copy the downloaded “jar” files into the following directory
[IDKInstallation]\jre\lib\ext

therefore the APIs are avaible.

for example: c:\Program Files\java\jdk1.5.0_ 02\jre\lib\ext

If you also install the JRE (Java Runtime Environment), which is delivered with the
JDK, you also have to copy the “jar” file to
[JREInstallation]\lib\ext

for example: c:\Program Files\java\jre1.5.0_02\lib\ext

Now please unpack the delivered JavaSOAP.zip file in a directory of your choice (e.g.
c:\devel\ComtSoap\)

To create a connection to the SOAP server please open the command prompt and
change into the development directory of the SOAP Client.

For example: c:\deve\ComtSoap
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http://www.apache.org/dyn/closer.cgi/ws/axis/1_2RC3

Then create the necessary classes via the command line using the WSDL2Java.

java org.apache.axis.wsdl.WSDL2Java (WSDL-file-URL)
The parameter (WSDL-file-URL) has to point to your web server.

For example:
C:\devel\ComtSoap>java org.apache.axis.wsdl.WSDL2Java -v -a -D -W
http://server.comtarsia.com/ComtarsiaWebSyncClient_CGI.wsdl

In the directory “com\comtarsia\signon\WebSyncClient” the necessary classes are
created automatically.

Optionally you can use the batch file “createClasses.bat “ (the file has to be in the
development directory)

For this purpose change in the file the following line

set WSDLPath=http://server.comtarsia.com/ComtarsiaWebSyncClient_CGIl.wsdlI
to the path of your wsdl file.

for example:
set WSDLPath=http://myserver.mycompany.com/mywsdl.wsdl

To create the examples simply execute “buildSamples.bat”.
Eventually you will have to adjust the file, so that the "Java2SEPath" variable points
to your Java2SE installation path.

Afterwards you can execute the examples using
java -cp "." comtSOAP username password
and

java -cp "." comtSOAP2

The example comtSOAP is set up so that you deliver username and password as
parameter.

You can adjust the source code of the “ComtSOAP.java” and the "ComtSOAP2.java"
to your convenience.
To compile the files again, simply execute "buildSamples.bat" repeatedly.

To execute only the SOAP Client (e.g. on just one Client-PC) the following is
required:

Sun:JavaZRE

(www.sun.com) java.sun.com/j2se/downloads

(Note:In comparison with SDK (JDK) the JRE (Java Runtime Environment) requires
less disk space.)

And the “jar” files of the following packages:
JavaMail (mail.jar)
http://java.sun.com/products/javamail/downloads/index.html

JavaBeans Activation Framework (activation.jar)
http://java.sun.com/products/javabeans/glasgow/jaf.html

Apache WebServices - Axis
http://www.apache.org/dyn/closer.cgi/ws/axis/1_2RC3
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The downloaded “jar” files are copied into the following directory

[J2SElInstallation]\lib\ext
Therefore the APIs are avaible.
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Call parameter:

ComtarsiaWebSyncClient cwsc =
SyncResponse_1 sr =
LOGON_DOMAIN, ACTION);

#define ACTION_AUTHENTICATE
#define ACTION_PWD_CHANGE

Return values for “sr.status”:
#define E_SUCCESS

#define E_ILLEGAL_REQUEST
#define E_SYNC_TIMEOUT
#define E_SYNC_USER

#define E_AUTHENTICATION
#define E_COMMUNICATION

0x0

0x10
Ox11
0x12
0x13
0x14

new ComtarsiaWebSyncClient();
cwsc.doSync_1(USERNAME, PASSWORD, NEWPASSWORD,

// LastErr ERRORCODES return value is always E _RETVAL_SUCCESS

#define E_INTERNAL
#define E_NETWORK

#define E_LASTERR_COMT_RSA_VERSION
COMT_RSA version

#define E_LASTERR_REGISTRY

reading reagistry values

#define E_LASTERR_UNKNOWN_FLAG_ VAL
Smem FLAG value

#define E_LASTERR_WSASTARTUP
Wsastartup problem

#define E_LASTERR_ENCRYPTION_TYPE

0x200
0x100

(E_INTERNAL
(E_INTERNAL
(E_INTERNAL
(E_INTERNAL

(E_INTERNAL

ComtSyncClient encryption types do not match

#define E_LASTERR_RSA AQUIRE_CTX
aquire context error

#define E_LASTERR _KEY

error with an RSA KEY occured

#define E_LASTERR_RESOLVING_PROXY
name can not be resolved

#define E_LASTERR _CONNECT

problem to PROXY

#define E_LASTERR_RECEIVE

error

#define E_LASTERR_SEND

error

#define E_LASTERR_SOCKET_CREATION
creation problem

#define E_LASTERR_ILLEGAL_MSG_HEADER

(E_INTERNAL

(E_INTERNAL

(E_NETWORK
(E_NETWORK
(E_NETWORK
(E_NETWORK
(E_NETWORK

(E_NETWORK

check failed illegal or not expected message header
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Return values for “sr.statusAuth”:

[* comt_ldap return values */

#define COMT_LDAP_RC_SUCCESS

#define COMT_LDAP_RC_ERROR

#define COMT_LDAP_RC_WRONG_PWD
#define COMT_LDAP_RC PWD_EXPIRED
#define COMT_LDAP_RC _PWD_POLICY_VIOLATION
#define COMT_LDAP_RC_USERID REVOKED
#define COMT_LDAP_RC_USERID_UNDEFINED
#define COMT_LDAP_RC_NO_SUCH_OBJECT
#define COMT_LDAP_RC_WRONG_VERSION
#define COMT_LDAP_RC_MISSING_DATA
#define COMT_LDAP_RC_UNSUPPORTED

[* comt_ldap communication error return code */
#define COMT_LDAP_RC_COM_ERROR

[* ietf error codes and warnings */

#define COMT_LDAP_RC_IETF_WARN_EXPIRE
#define COMT_LDAP_RC _IETF_WARN_GRACE

0x00
0x01
0x02
0x03
0x04
0x05
0x06
0x07
0x11
0x12
0x13

Oxla

0x20
0x21

[* ietf error codes have to start at offset COMT_LDAP_RC_IETF_ERROR_START

because they are directly mapped */
#define COMT_LDAP_RC_IETF_ERROR_START
#define COMT_LDAP_RC_IETF_ERROR_EXPIRED
#define COMT_LDAP_RC_IETF_ERROR_ACC_LOCKED
#define COMT_LDAP_RC_IETF_ERROR_CHG_RESET
#define COMT_LDAP_RC_IETF_ERROR_NO_MOD
#define COMT_LDAP_RC_IETF_ERROR_NEED_OLD_PWD
#define COMT_LDAP_RC_IETF_ERROR_INVALID_SYNTAX
#define COMT_LDAP_RC_IETF_ERROR_PWD_TOO_SHORT
#define COMT_LDAP_RC _IETF_ERROR_PWD_TOO_YOUNG
#define COMT_LDAP_RC IETF_ERROR_PWD_IN_HISTORY
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Return values for ,sr_domains[i].status"

#define E_SYNC_SUCCESS
#define E_SYNC_ERROR

#define E_NO_SYNC_AGENT
#define E_SP_PROXY_TIMEOUT
#define E_SP_AGENT_TIMEOUT
#define E_SP_AUTHENTICATION

Return values for ,sr_.domains[i].action“

#define SA_USER_ENABLED
#define SA_USER_PW_SET

#define SA_USER_DELETED
#define SA_USER_CREATED
#define SA_USER_GRP_ADDED
#define SA_USER_GRP_DELETED
#define SA_USER_OU_MOVE
#define SA_USER_INFO_UPDATED

Comtarsia Web Sync Client

0ox1
0x2
Ox4
0x8
0x10
0x20

0ox1
0x2
Oox4
0x8
0x10
0x20
0x40
0x80
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<?xml version="1.0" encoding="utf-8" ?>
- <wsdl:definitions xmlins:http="http://schemas.xmlsoap.org/wsdl/http/"
xmins:soap="http://schemas.xmlsoap.org/wsdl/soap/"
xmlns:s="http://www.w3.0rg/2001/XMLSchema”
xmlins:soapenc="http://schemas.xmlsoap.org/soap/encoding/"
xmins:tns="http://signon.comtarsia.com/WebSyncClient/"
xmins:tm="http://microsoft.com/wsdl/mime/textMatching/"
xmins:mime="http://schemas.xmlsoap.org/wsdl/mime/"
targetNamespace="http://signon.comtarsia.com/WebSyncClient/"
xmins:wsdl="http://schemas.xmlsoap.org/wsdl/">
<wsdl:types>
<s:schema elementFormDefault="qualified"
targetNamespace="http://signon.comtarsia.com/WebSyncClient/">
<s:element name="doSync_1Request">
<s:complexType=>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="username" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="password" type="s:string" />
<s:element minOccurs="0" maxOccurs="1" name="passwordNew" type="s:string"
/>
<s:element minOccurs="1" maxOccurs="1" name="domain" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="action" type="s:int" />
</s:sequence>
</s:complexType=>
</s:element>
<s:element name="doSync_1Response">
<s:complexType=>
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="doSync_1Result"
type="tns:SyncResponse_1" />
</s:sequence>
</s:complexType=>
</s:element>
<s:complexType name="SyncResponse_1">
<s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="rc" type="s:int" />
<s:element minOccurs="1" maxOccurs="1" name="status" type="s:int" />
<s:element minOccurs="1" maxOccurs="1" name="statusText" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="statusAuth" type="s:int" />
<s:element minOccurs="1" maxOccurs="1" name="statusAuthText" type="s:string"
/>
<s:element minOccurs="0" maxOccurs="1" name="domains"
type="tns:ArrayOfDomainResponse_1" />
</s:sequence=>
</s:complexType=>
<s:complexType name="ArrayOfDomainResponse_1">
<s:sequence>
<s:element minOccurs="0" maxOccurs="unbounded" name="DomainResponse_1"
nillable="true" type="tns:DomainResponse_1" />
</s:sequence>
</s:complexType=>
<s:complexType name="DomainResponse_1">

i

Comtarsia Web Sync Client Page 30 of 31

"D
F .4 N



- <s:sequence>
<s:element minOccurs="1" maxOccurs="1" name="domainName" type="s:string"
/>
<s:element minOccurs="1" maxOccurs="1" name="agentName" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="status" type="s:int" />
<s:element minOccurs="1" maxOccurs="1" name="statusText" type="s:string" />
<s:element minOccurs="1" maxOccurs="1" name="action" type="s:int" />
<s:element minOccurs="1" maxOccurs="1" name="actionText" type="s:string" />
</s:sequence=>
</s:complexType=>
</s:schema>
</wsdl:types>
<wsdl:message name="doSync_1SoapIn">
<wsdl:part name="parameters" element="tns:doSync_1Request" />
</wsdl:message=>
<wsdl:message name="doSync_1SoapOut">
<wsdl:part name="parameters" element="tns:doSync_1Response" />
</wsdl:message=>
<wsdl:portType name="ComtarsiaWebSyncClientSoap">
<wsdl:operation name="doSync_1">
<wsdl:input message="tns:doSync_1Soapln" />
<wsdl:output message="tns:doSync_1SoapOut" />
</wsdl:operation>
</wsdl:portType>
<wsdl:binding name="ComtarsiaWebSyncClientSoap"
type="tns:ComtarsiaWebSyncClientSoap">
<soap:binding transport="http://schemas.xmlsoap.org/soap/http"
style="document" />
<wsdl:operation name="doSync_1">
<soap:operation
soapAction="http://signon.comtarsia.com/WebSyncClient/doSync_1"
style="document" />
<wsdl:input>
<soap:body use="literal" />
</wsdl:input>
- <wsdI:output>
<soap:body use="literal" />
</wsdl:output>
</wsdl:operation>
</wsdl:binding>
- <wsdl:service name="ComtarsiaWebSyncClient">
<documentation xmins="http://schemas.xmlsoap.org/wsdl/" />
- <wsdI:port name="ComtarsiaWebSyncClientSoap"
binding="tns:ComtarsiaWebSyncClientSoap">
<soap:address
location="HTTP://192.168.2.75:80/scripts/ComtSyncClientHttp.exe" />
</wsdl:port>
</wsdl:service>
</wsdl:definitions>
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